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Operational  Planning  Functions  in  an  Information  Age 

Network  Centric  Warfare  (NCW)  as  an  emerging  concept  promises  increased  battle 
space  awareness  through  information  management.  To  the  Operational  Commander  the 
potential  for  increased  data  collection  and  opportunities  to  capitalize  on  enemy  information 
vulnerabilities  provides  greater  opportunities  for  victory.  The  concept  of  Network  Centric 
Warfare  when  coupled  with  technological  advances  and  innovations  will  provide  advantages 
through  the  Operational  Planning  Functions  that  will  need  to  be  considered  during  Joint 
Warfare  planning.  Compression  of  time,  space  and  force  factors  will  dictate  a  change  in 
current  command  and  control  relationships  and  information  management  during  the  planning 
process  and  during  the  phases  of  conflict.  The  volume  and  speed  of  information  networking 
will  allow  multi-plane  command  awareness  and  support  the  ability  to  mass  effects  on  the 
battlefield.  This  will  require  the  establishment  of  an  Information  planning  function  along 
with  an  Information  Warfare  Commander  in  the  Joint  Task  Force  structure. 

As  a  corollary  to  the  approach  taken  by  Joseph  W.  Caneva  in  his  1999  Naval  War 
College  paper,  “Network-Centric  Warfare:  Implications  for  Applying  the  Principles  of 
War”,  this  paper  will  focus  on  the  impacts  that  NCW  capabilities  will  have  on  the 
Operational  Planning  Functions  of  command  and  control,  fires,  intelligence,  logistics  and 
protection  as  applied  to  Joint  Task  Force  Planning.  An  additional  function  focused  on 
Information  will  be  presented.  The  assumptions  that  speed  and  time  compression  will  occur 
are  accepted  to  be  true  for  this  analysis.  The  concepts  presented  here  will  not  present 
Service  specific  programs  currently  in  development  nor  will  strategic  implications  of 
combined  attacks  through  national  power  (i.e.  combined  informational  and  military)  be 
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addressed.  With  the  current  force  structure  and  future  posture  it  is  assumed  that  most 
operations  in  the  future  will  be  Joint. 

In  all  facets  of  society  we  can  see  how  information  has  influenced  all  aspects  of 
national  power:  Diplomatic,  Informational,  Military,  Economic.  The  global  economy  affects 
our  internal  markets,  and  diplomatic  concerns  necessarily  mirror  economic  concerns.  The 
application  of  diplomatic  power  has  been  directly  related  to  the  support  that  is  provided  by 
the  public.  In  recent  years  this  has  been  greatly  influenced  by  the  “CNN  factor”  and  other  up 
to  the  minute  news  networks,  including  those  based  on  the  Internet.  The  public’s  ability  to 
receive  real-time  information  will  continue  to  shape  our  national  responses,  be  they 
diplomatic,  economic,  informational  and  military.  In  a  recent  film,  Hollywood  captured  the 
potential  impact  of  information  in  the  recent  James  Bond  movie,  “Tomorrow  Never  Dies,” 
the  antagonist,  Elliot  Carver,  a  billionaire  media  mogul  and  certified  terrorist,  proclaimed 
satellites  as  his  new  artillery  and  his  information/news  as  the  ammunition.  Through  his 
manipulation  of  news-based  perception  he  brought  die  world  to  the  verge  of  a  war  through 
the  manipulation  of  information  by  shaping  the  national  perception  and  responses  of  China 
and  the  UK.1 

Network  Centric  Warfare  will  become  a  force  multiplier  by  “effective  linking  or 
networking  of  knowledgeable  entities  that  are  geographically  or  hierarchically  dispersed.” 
The  current  accelerated  cycle  of  technology  has  created  an  Information  Revolution  that  will 
become  the  backbone  of  Network  Centric  Warfare.  The  basic  building  block  of  information 
technology,  therefore,  of  Network  Centric  Warfare  is  the  computer  chip.  A  brief  background 
on  the  dynamics  of  technological  change  and  the  computer  chip  evolution  will  provide  an 
introductory  understanding  on  the  unstoppable  transition  to  an  information-based  society. 
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The  ability  to  increase  the  collection  and  processing  of  data  with  computer  advances 
creates  the  information  intensive  environment  required  by  NCW.  Theoretically  the  next 
generation  computer  chip  is  introduced  every  eighteen  months.  This  next  generation 
involves  both  the  complexities  of  the  chip  and  the  potential  for  miniaturization.3  This  cycle 
is  expected  to  reach  a  zenith  in  the  2020  time  frame  due  to  the  physical  limitations  in  current 
microchip  manufacturing  when  the  capacity  to  etch  transistors  and  wires  onto  silicon  wafers 
will  reach  its  upper  limit.  With  these  advances  in  computerization  it  will  be  possible  to 
incorporate  numerous  sensors  and  computers  into  invisible  networks  that  will  assist  people 
in  everyday  functions.  In  an  industrial  society  example,  the  miniaturization  of 
microprocessors,  motors  and  servos  have  provided  for  numerous  remote  functions  in  an 
automobile;  similarly  miniature  computers  will  network  the  functions  in  the  “smart  house” 
of  tomorrow. 4 

In  the  concept  of  NCW  innumerable  networks  will  become  nodes  in  the  information 
management  of  both  friendly  and  belligerent  forces,  societies,  economies  and  nations.  In 
conflict  this  will  not  be  limited  to  only  force  related  data.  At  the  tactical  and  unit  level 
computers  imbedded  in  operating  equipment  will  provide  immediate  reconfiguration  for 
battle  damage  repairs  as  well  as  link  the  logistics  requirements  for  maintenance,  fuel, 
ammunition  or  replacement  to  the  “network.”  This  information  then  can  be  pulled  into 
remote  databases  to  identify  real  time  requirements  and  tactical  progress. 

Information  is  the  most  critical  product  of  NCW  networks.  Data  is  the  fuel  and  the 
network  is  the  engine  through  which  command  and  control  of  this  information  generates 
usable  knowledge.  It  had  been  assumed  that  an  increase  in  the  number  of  nodes  increases 
battle  space  awareness  and  when  applied  properly  Information  Dominance  can  occur. 
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During  this  condition  the  enemy  is  denied  the  use  of  tactical  data  and  the  Commander  has 
the  advantage  to  select  the  optimal  course  of  action  to  defeat  the  enemy.  An  analysis  of  the 
Operational  Functions  will  show  the  dynamic  changes  required  during  the  Information 
Revolution.  Some  studies  project  that  the  combination  of  leaps  in  technology  and  the  ability 
to  dominate  the  battlefield  through  information  management  will  occur  in  the  2020-2050 
time  frame.  Some  of  the  implied  impacts  of  NCW  on  current  operational  planning  and  the 
dynamics  of  required  change  will  be  discussed.  These  will  necessarily  impact  the 
acceptance  of  future  capabilities,  highlight  potential  difficulties  and  support  the  Force  After 
Next  envisioned  in  Joint  Vision  2020. 

The  concept  of  NCW  will  increase  the  information  available  for  peacetime 
and  wartime  planning  at  the  Operational  Level.  The  James  Bond  scenario  mentioned  above 
is  not  beyond  our  current  capabilities.  Current  miniaturization  brings  us  the  capability  of 
global  cellular  phones,  Internet  connectable  personal  data  assistants  (PDA),  and  Global 
Positioning  Systems  (GPS)  on  wristwatches.  This  global  technology  already  provides 
greater  connectivity  and  tactical  accuracy  than  was  available  to  many  combat  forces  during 
Operation  Desert  Storm.  The  Internet  abounds  with  resources  that  range  from  weather 
satellite  imagery,  detailed  maps  and  Internet  phone  connectivity.  Satellite  photography  is 
available  to  the  highest  bidder  and  large  bandwidth  is  commercially  available.  The  resultant 
capabilities  can  become  an  instant  intelligence  infrastructure  for  would-be  adversaries.  “The 
growing  use  of  computers  and  databases  allows  for  the  storage  of  vast  amounts  of 
information,  much  more  than  was  previously  possible  on  paper.” 5  This  rise  in  information 
volume  can  be  called  Information  Intensity.  Like  the  intensity  of  a  storm,  the  ability  to 
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predict  the  result  or  harness  the  power  of  this  information  maelstrom  may  prove  to  be 
difficult  but  not  impossible. 

An  accepted  product  of  NCW  is  that  its  advantages  will  result  in  the  compression  of 
the  operational  factors  of  space  and  time.  Through  precision  of  synergized  massed  effects, 
force  structure  and  requirements  will  likely  decrease.  In  line  with  the  current  force 
reductions  and  initiatives  towards  lighter  more  mobile  forces,  these  future  forces  if  coupled 
with  increased  information  awareness  and  massed  effects  will  remain  as  capable  if  not  more 
capable  than  equivalent  forces  today.6  The  net  impact  of  NCW  on  the  Operational  Functions 
will  be  addressed  in  additional  considerations  for  each  function. 

Fires 

Operational  Fires  will  undergo  changes  relevant  to  the  objective  and  the  capabilities 
of  the  enemy.  Normally  the  End  State  of  a  conflict  is  achieved  by  attacking  the  enemy’s 
critical  vulnerabilities  or  center  of  gravity  with  force.  Operational  fires  when  applied 
properly  have  the  effect  of  shaping  the  battlefield.  NCW  will  offer  the  ability  to  conduct  this 
shaping  from  great  distances  and  irrespective  of  national  borders  and  without  placing 
soldiers  at  risk.  In  theory,  Operational  Fires  in  the  information  age  will  be  directed  at 
national  and  military  information  infrastructure  that  supports  other  operational  functions 
such  as  logistics,  intelligence  and  command  and  control.  The  application  of  electronic  attack 
can  result  in  significant  degradation  or  paralysis  of  target  systems.  In  some  cases  the  mere 
threat  of  endangering  these  national  or  regional  utilities  and  social  frameworks  may  work  to 
sway  the  popular  support  and  political  will  of  the  belligerent.  If  war  is  an  extension  of 
politics,  then  non-lethal  attack  may  lead  to  political  decisions  to  avoid  physical  hostilities. 

In  calendar  year  2000,  worldwide  computer  functions  were  affected  by  the  “Love  Bug” 
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computer  virus.  This  simple  e-mail  attachment  originated  in  the  Philippines  and  crippled 
economic  and  national  systems  both  in  the  US  and  abroad.  Millions  of  (defense, 
government,  corporate  and  personal)  computers  were  infected  in  the  United  States  alone  and 
numerous  man-hours  were  consumed  to  purge  the  virus  from  vast  networks.7  A  well-planned 
and  precisely  directed  attack  could  result  in  significantly  more  paralysis  of  critical  DOD 
Information  systems. 

Bridging  the  gap  from  the  Strategic-Operational  to  Operational-Tactical  application 
of  Fires,  informational  attack  will  be  directed  at  enemy  command  and  control  information 
networks.  In  much  the  same  manner  that  strategic  attack  is  conducted  on  national  assets, 
directed  military  attacks  will  be  conducted  against  information  assets  or  forces  in  or 
supporting  the  operating  area.  With  worldwide  connectivity  and  global  information  access, 
supporting  forces  would  not  be  required  to  be  in  the  physical  boundaries  of  the  operational 
theater.  Many  data  intensive  and  other  supporting  functions  could  easily  be  conducted  by 
rear  area  forces  that  could  be  located  anywhere  in  the  world.  These  attack  cells  could  be 
comprised  of  experts  from  any  command  in  the  national  infrastructure.  Through  regional 
network  operations  these  experts  and  skilled  network  warriors  could  conduct  precision  net- 
based  operational  fires  that  would  preclude  or  precede  an  armed  attack  by  networked  combat 
forces.  In  theater,  the  ability  to  mass  effects  of  fewer  forces  will  provide  precision  fires  that 
would  potentially  exceed  the  capabilities  demonstrated  in  Desert  Storm.  Advanced  weapons 
development  will  increase  accuracy,  reliability,  survivability  and  lethality. 

Movement  and  Maneuver 
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Movement  and  maneuver  planning  will  be  affected  by  the  type  of  forces  employed, 
physical  (manned  and  unmanned)  and  informational.  Current  force  downsizing  and 
increased  mobility  initiatives  put  into  motion  by  Joint  Vision  2010  will  evolve  to  support 
rapid  maneuver  capability  with  dispersed  lines  of  communication.  In  the  NCW  Joint 
Operating  Area  (JOA),  forces  will  be  widely  dispersed,  massing  only  to  achieve  precise  and 
decisive  effects.  Force  on  force  maneuvers  could  be  avoided.  Today’s  strategy  of  a  “show 
of  force”  by  massing  combat  power  will  no  longer  be  required.  One  of  the  strengths  of 
NCW  is  its  potential,  within  limits,  to  offset  a  disadvantage  in  numbers,  technology  or 
position.8  Implied  force  and  the  threat  of  electronic  force  will  represent  national  resolve  and 
all  aspects  of  national  power.  Combat  forces  will  mass  effects  of  ordnance  and  troops  where 
required  similar  to  the  Marine  Corps  Operational  Maneuver  From  the  Sea  (OMFTS)  but  in 
NCW  from  far  beyond  the  horizon.  Precision  timing  and  information  advantages  will 
identify  the  precise  targets  to  discourage  counter  attack  or  to  disable  national  means  of 
resistance.  This  will  inherently  create  greater  latitude  for  maneuver,  which  will  provide 
maximum  standoff  and  protection.  Information  forces  will  have  the  ability  to  attack  across 
transnational  borders,  and  combat  forces  (manned  and  unmanned)  will  only  enter  brief 
windows  of  vulnerability  to  conduct  decisive  precision  attacks.  Operational  Maneuver  From 
the  Sea  (OMFTS)  and  Ship  to  Objective  Maneuver  (STOM)  and  current  operational 
concepts  give  examples  of  dispersed  forces  and  precision  attack.  With  limited  assets 
traversing  the  battlefield,  operational  planning  for  force  protection  may  decrease  and  we  will 
see  a  greater  emphasis  in  information  operations  defense.  The  survivability  of  the  NCW 
infostructure  will  become  a  top  priority. 
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Logistics 

Operational  Focused  Logistics  will  see  both  benefits  and  pitfalls  in  a  NCW 
environment.  The  push  towards  up-to-the-minute  material  status  will  generate  vast  amounts 
of  data  to  be  compiled  and  prioritized.  Data  submissions  by  smart  ships,  tanks,  airplanes 
and  even  individual  weapons  will  produce  vast  logistical  databases.  The  resulting  logistical 
requirements  will  have  to  be  sorted  and  prioritized.  Automated  functions  can  assist  in  the 
information  management  but  priorities  will  have  to  evolve  with  the  dynamic  tactical  and 


operational  pictures.  Massed  effects  will  not  necessarily  equate  to  precision  logistics.  Fewer 


combat  forces  may  mean  fewer  requirements,  but  fewer  assets  will  also  mean  fewer 


opportunities  to  deliver  logistics  support.  In  truth,  much  of  the  NCW  concept  hinges  on 


developing  technologies  that  may 
hold  untapped  efficiencies  in  fuel, 
weapons  and  physical  sustainability 
for  combat  forces.  However,  Even 
unmanned  assets  will  require 
maintenance  and  upkeep.  Until  these 
advances  are  introduced,  traditional 
projections  should  remain  applicable 
for  initial  combat  sustainability  for 
all  forces  and  logistics  planning  will 
remain  unchanged.  The  advances  in 
networking  will  not  necessarily 
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equate  to  tomorrow’s  “just  in  time”  logistics.  As  a  benefit  to  operational  planning  dispersed 
forces  may  not  require  extended  logistics  lines  of  communication  because  they  will  deploy 
to  the  area  to  employ  massed  effects  strikes  and  return  to  dispersed  bases  of  operation  and 
supply. 

Intelligence 

Operational  Intelligence  has  become  a  subset  of  command  and  control  as  reflected  in 
Joint  Publication  3-13  which  outlines  the  Information  Operations  (10)  cell  (Figure  1).  In 
most  cases  mission-defined  intelligence  objectives,  limited  national  assets  and  time  critical 
targeting  will  drive  this  cell's  function.  NCW  holds  the  promise  of  real-time  intelligence 
pushed  down  to  the  tactical  level  through  technology-enhanced  troops  (the  cyber-soldier) 
and  machines.  In  a  NCW  force  every  combat  unit  will  become  a  node  in  the  network.  In 
turn  each  node  will  be  able  to  “pull”  relevant  information  from  the  network  to  support 
mission  accomplishment.  Intelligence  planning  must  factor  in  the  number  of  nodes  (i.e. 
troops,  units,  etc.)  and  determine  priority  of  collection.  If  the  wearable  computer  proj  ect  at 
Massachusetts  Institute  of  Technology’s  Media  Lab  is  an  indicator,  every  person  can  become 
a  real-time  information  node  on  the  World  Wide  Web.  In  this  research  lab,  students  have 
connected  video  output  from  an  eyepiece  to  the  Internet,  sharing  the  video  image  with 
distant  users.9  Combine  this  capability  with  the  U.S.  Army's  Land  Warrior  system  where  the 
soldier  has  a  helmet  eyepiece  with  access  to  a  computer  screen  or  weapons  system  video 
sight  and  you  create  a  combat  information  node  in  every  soldier.10 

Infinite  nodes  could  create  an  overwhelming  information  intensity  that  could  degrade 
the  network.  Because  of  this  intelligence  volume,  it  might  be  beneficial  if  the  intelligence 
cell  complied  the  data  into  several  key  areas  for  assessment  and  dissemination  by  standing 
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information  and  intelligence  analysis  cells.  Dislocated  intelligence  assessment  with  real  time 
feedback  should  be  a  goal.  NCW  connectivity  would  enable  distant  real  time  analysis  of 
intelligence  information  with  an  unlimited  array  of  products  available  to  the  Joint  Task 
Force  or  regional  Commander  in  Chief  (CINC).  This  analysis  could  prioritize  intelligence 
nodes  on  an  individual  level.  Miniaturized  components  already  exist  that  can  create  a 
precision  targeting  agent  at  the  individual  level.  As  stated  in  an  earlier  paragraph,  Global 
Positioning  System(GPS)  is  available  on  a  wristwatch,  point-to-point  video  is  available  on 
cellular  phones,  Internet  connectivity  is  a  personal  data  assistant  (PDA)  tap  away.  If 
technology  advances  in  miniaturization  continue,  the  “Army  of  One”  may  become  a  reality. 
With  the  ability  to  transmit  real-time  data  from  each  combat  unit  (node),  tactical  intelligence 
will  have  a  greater  impact  on  the  operational  decision-making.  The  clarity,  detail  and 
precision  based  on  emerging  technologies  will  create  virtual  battle  space  awareness. 
Command  and  Control 

Command  and  control  has  two  critical  elements  that  will  influence  the  application  of 
NCW  concepts  in  operations  other  than  war  and  in  armed  conflict.  The  first  of  these  is 
information  management.  Historically  the  management  of  information  has  paralleled  the 
hierarchical  command  structure.  In  NCW,  infinite  connectivity  has  the  potential  to  create  a 
flatter  information  plane  with  horizontal  vice  vertical  dissemination  of  critical  decisions. 
However,  the  information  begins  as  simple  data  and  requires  analysis  before  it  becomes 
useful  tactical  or  operational  information.  Input  of  this  information  into  a  common 
operational  picture  is  required  to  provide  both  reference  and  relevance  to  any  given  situation. 
A  significant  yet  ambiguous  hurdle  that  will  have  to  be  cleared  by  die  command  and  control 
decision  makers  is  how  best  to  manage  the  flow  of  information.  "The  critical  weakness  of 
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both  commercial  and  military  domains,  many  of  the  basic  technologies  for  simple  sensor 
fusion  are  based  on  neural  nets  that  are  “trained”  to  recognize  conditions  in  order  to  cue 
human  intervention.  These  systems  have  a  significant  high  false-positive  rate  and  perform 
more  poorly  than  skilled  humans,  although  the  amount  of  data  analyzed  is  far  greater."11 

The  second  is  information  assessment.  This  is  the  process  where  information  is 
turned  into  useful  knowledge.  The  risk  in  this  critical  phase  of  command  and  control  is  that 
too  much  value  might  be  placed  on  the  efficiency  and  volume  of  information  gathered.  One 
viewpoint  on  information  contends  that, 

“Humans  appear  to  be  so  versatile  with  respect  to  information  use 
that  human  constraints  or  limitations  are  frequently  ignored.  Yet,  asking 
users  to  define  their  information  requirements  will  not  necessarily  yield  a 
complete  and  correct  set  of  requirements.  Understanding  the  limitations  of 
humans  as  information  processors,  human  bias  in  selection  and  use  of 
data,  human  problem-solving  and  the  effects  of  background  knowledge  of 
the  users  will  aid  in  overcoming  process  limitations.”12 

An  analysis  of  the  Marine  Corps  Sea  Dragon  Concept  looked  at  automated  decision 
aids  with  the  following  observations:  1)  Applications  designed  to  linearize  the  decision 
maker  would  try  to  create  faster  and  better  decisions  through  faster  and  better  information. 

2)  Others  would  try  to  simplify  the  cognitive  complexity  of  a  problem  by  presenting  the 
decision  maker  with  integrated  risk  assessments.  3)  Still  others  would  attempt  to  predict  the 
future  through  gaming  and  simulation  of  possible  courses  of  action.  While  challenging, 
these  changes  would  be  going  against  the  natural  grain  of  the  nonlinear  decision  making 
system.13  Better  decision-making  does  not  arise  from  better  information  or  more 
information.  It  is  a  result  of  careful  analysis  based  on  experience,  training  and  better 
knowledge  of  the  desired  end  state.  The  threat  of  NCW-based  operations  is  a  tendency  to 
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rely  on  the  information  to  drive  the  decision,  and  not  the  converse  where  the  information 
provides  clarity  to  the  correct  decision. 

Information 

Information  Operations  (10)  are  defined  in  Joint  Publication  3-13  as  “actions  taken  to 
affect  adversary  information  and  information  systems  while  defending  one’s  own. .  .”14  The 
focus  of  the  current  concept  of  information  operations  is  on  the  operations  of  information 
collection,  electronic  warfare,  10  system  defense  and  offensive,  civil  affairs,  public  affairs 
and  psychological  operations.  Unfortunately,  this  concept  of  information  operations  does 
not  capture  the  vast  potential  of  NCW-based  operations,  in  particular  the  requirement  to 
gather,  process  and  disseminate  vast  amounts  of  data.  The  current  concept  consisting  of  an 
10  cell  supporting  the  Joint  Task  Force  Commander  assumes  that  there  exists  a  means  to 
collect  and  process  the  infinite  volume  of  information  flowing  into  the  “network”  from 
infinite  nodes.15  Current  Information  Warfare  doctrine  is  inadequate  to  cover  the  data 
management  issues  that  will  arise  in  NCW.  Joint  Pub  3-13  indicates  that  the  “existing 
command  and  control  warfare  cell  should  be  reconfigured  to  function  as  the  10  cell.”16  This 
places  the  responsibility  for  10  planning  on  the  J-3  in  addition  to  planning  current 
operations,  which  may  not  be  optimal.  This  concept  integrates  current  assets  at  hand  into  the 
J-3  information-planning  cell,  which  includes  intelligence  resources,  logistics,  targeting, 
psychological  operations  (PSYOPS)  and  others  (Figure  1).  However,  the  current  doctrine 
does  not  address  the  flow  of  data  and  the  time  required  to  produce  tactically  useful 
information. 

The  JTF  staff  requires  an  information  “guru”  or  Information  Commander  that  will  act 
as  the  agent  to  manage  the  information  flow  and  direct  the  collection  of  specified 
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information  (intelligence)  with  all  assets  available  to  support  both  operational  and  tactical 
objectives.  The  J-3  may  be  suited  to  prioritize  the  intelligence  required  to  support  mission 
accomplishment,  however,  a  separate  lead  element  should  designate  how  that  information  is 
compiled.  In  addition  to  planning  for  information  collection  the  Information  Commander 
will  be  required  to  plan  offensive  and  defensive  10  and  establish  rule  sets  to  control  key 
databases  critical  to  ongoing  operations.  This  centralized  control  will  ensure  timely  database 
update,  authorized  purging,  and  access.  Many  proponents  of  NCW  envision  a  flatter  plane 
of  command  and  control  that  will  be  driven  by  the  ability  to  pull  information  from  infinite 
network  nodes.  In  contrast  to  this,  I  see  infinite  date  nodes  and  filters  to  control  critical 
information  flow.  Command  will  remain  a  top  down  decision  process  with  exceptions  to 
time  critical  engagements.  During  war  and  operations  other  than  war,  the  importance  of 
controlling  information  at  all  levels  is  critical.  "Shotgun"  dissemination  of  a  fire  hose  of 
information  to  all  nodes  (Department  of  Defense,  Department  of  State,  Non-Government 
Organizations,  Private  Volunteer  Organizations,  International  Organizations,  etc..)  will  run 
the  inherent  risk  of  vulnerability  to  the  enemy.  Even  many  of  today's  logistics  information  is 
transmitted  over  non-secure  means,  including  the  Internet.  Security  and  access  will  always 
have  to  go  hand  in  hand  with  10. 

The  goal  of  both  information  management  and  assessment  should  be  to  achieve 
greater  efficiency  in  command  decision-making.  Through  increased  speed  of  intelligence 
NCW  will  permit  this  process  to  proceed  prior  to  the  enemy’s  ability  to  react.  Many  parallel 
concepts  exist  to  include,  Knowledge  Superiority, 17  Knowledge  Based  Warfare,18 
Informationalized  War19,  and  the  broad  term  of  Information  Operations.  NCW  does  not 
necessarily  hinge  on  a  flatter  information  and  command  structure  that  some  theorize  will  be 
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more  efficient  nor  should  the  speed  of  intelligence  and  information  require  breakneck 
decision-making.  Thomas  Barnett,  in  his  article,  “The  Seven  Deadly  Sins  of  NCW”  argues 
that  the  information  advantage,  achieved  in  decisive  time,  will  lengthen  the  decision  loop 
thereby  potentially  improving  the  decision  making  process.20  This  approach  to  managing  the 
information  speed  advantages  may  help  preserve  the  hierarchical  chain  of  command  and  the 
decision  making  value  of  the  Commander.  As  in  many  instances,  compressed  and  direct 
application  of  information  is  foreseen.  In  the  case  of  time  critical  targeting,  i.e.  mobile 
targets,  preplanned  responses  provide  for  command  by  negation.  In  contrast  to  the 
decentralized  decision-making  in  a  flatter  command  structure  the  practice  of  command  by 
negation  been  successfully  exercised  in  carrier  battle  group  warfare  organizations  since  the 
end  of  World  War  II.  The  Commander’s  Intent  and  specific/implied  tasks  should  create  the 
filter  definitions  that  will  assist  in  the  meaningful  analysis  of  data.  The  direction  of  weapons 
or  weapons  platforms  from  the  foxhole  is  not  the  goal.  Again,  developing  technologies  will 
be  critical  in  compressing  the  information-to-knowledge  loop  in  order  to  support  command 
decision-making. 

Another  concept  in  development  to  aid  in  the  knowledge  aspect  of  the  decision  loop 
is  artificial  intelligence  based  aids.  "Intelligent  agents"  of  the  future  based  on  artificial 
intelligence  (AI)  will  act  as  filters,  preventing  us  from  drowning  in  an  ocean  of  trivia  and 
junk,  enabling  us  to  search  for  valuable  information  that  we  need.21  The  compression  of 
time,  space  and  force  may  require  a  compressed  decision  cycle  in  time-critical  situations. 
However,  the  planning  staff  will  have  to  promulgate  specific  guidelines  and  boundaries  for 
AI  based  decision-making  based  on  Operational  Intelligence  and  Commander’s  Intent.  The 
adjustment  of  these  guidelines  boundaries  will  have  to  occur  continuously  as  variables  enter 
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the  battle  space,  such  as  an  emerging  enemy  capability.  Some  functions  may  be  automated 
such  as  deployment  of  unmanned  reconnaissance  vehicles  to  refine  information  or 
preplanned  weapons  engagement  if  specific  threat  characteristics  are  displayed,  similar  to 
our  current  US  Navy  air  defense  systems. 

Why  should  we  be  aggressively  developing  and  implementing  a  NOW  based  concept 
today?  We  have  entered  a  social  period  driven  by  global  markets  and  information 
technology.  The  World  Wide  Web  has  enabled  industries  to  respond  to  the  real-time  market 
and  pursue  research  and  development  around  the  clock.  Through  the  ability  to  export  data  a 
company  is  no  longer  bound  by  the  8-hour  workday.  Industries  around  the  world  already 
take  advantage  of  this  technological  pace  (the  24-hour  day)  to  speed  information  based 
advances.  For  many  military  and  State  protection  agencies  this  will  equate  to  a  24/7/365 
window  of  vulnerability  from  many  peer  competitors  have  developed  concepts  similar  to 
NCW.  This  list  can  also  include  non-state  terrorist  groups  and  other  anti-US  organizations. 
“Technological  superiority  is  not  an  absolute  term.  It  is  measured  against  a  real  or  potential 
adversary’s  overall  military  capability.”22  If  we  look  at  our  current  near  peer  competitor, 
China,  similar  concepts  on  information  warfare  are  held.  Major  General  Wang  Pufeng,  the 
former  Director  of  the  Strategy  Department  at  the  Academy  of  Military  Science,  Beijing, 
stated  that,  “the  flow  of  information,  under  the  control  of  people,  is  injected  into  the  flow  of 
manpower,  capacity,  and  materials,  and  will  influence  the  form  of  warfare  and  determine 
victory  or  defeat.  To  achieve  victory  in  information  warfare,  the  central  issue  is  control  of 
information.”23  China  has  embraced  the  concept  of  Informationalized  Warfare  and  admits  to 
a  technology  lag  behind  the  United  States  in  developing  supporting  technologies.24 
However,  the  Chinese  readily  admit  that  a  focus  on  weaknesses  and  the  application  of 
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asymmetrical  attacks  can  level  the  digital  battlefield.  A  Rand  Corporation  analysis  of  future 
air  operations  stated,  “It  must  be  recognized  that  the  adversary  is  a  thinking,  adapting,  often 
highly  motivated  independent  actor  who  will  do  creative  and  surprising  things  to  counter 
U.S.  sensors,  weapons  and  innovative  operations.  Operations  will  have  to  be  flexible  to  stay 
ahead  and  capitalize  on  discrete  advantages.”  25  With  our  nearest  competitor  pursuing  NCW 
based  capabilities,  our  closest  allies  however  are  having  difficulties  keeping  pace  with  high 
tech  developments  in  the  U.S.  Military.26  If  coalition  involvement  is  to  be  assured  in  future 
conflicts  then  a  sharing  of  technology  and  doctrine  will  be  required.  However,  “the  central 
problem  of  sharing  knowledge  is  the  impossibility  of  strictly  limiting  how  partners  will  use 
knowledge  gained  from  cooperation.”27  If  capabilities  cannot  be  matched,  can  true 
understanding  of  the  network’s  information  become  a  reality  in  coalition  efforts?  Or  will  we 
need  to  revert  to  “stove  piped”  information  pushed  to  our  coalition  partners,  thus  losing  the 
advantages  of  speed  of  information  and  the  common  operational  picture  NCW  promises? 

Because  it  is  only  a  concept  there  can  be  an  unlimited  number  of  theories  on  the 
impact  of  NCW-based  operations  on  operational  planning.  The  Automated  Battlefield,  once 
a  product  of  science  fiction,  is  quickly  becoming  a  reality.  Technological  advances  have 
already  led  to  unmanned  vehicles,  remote  sensors,  automated  detection  and  classification. 

On  the  Automated  Battlefields,  computers  would  analyze  sensor  data  and  enemy  forces 
would  be  engaged  autonomously  with  precision  weapons.28  Will  automation  of  the  whole 
process  of  war  eliminate  planning  in  favor  of  programmed  responses?  Certainly  this 
possibility  is  extreme  at  best.  However  a  basic  understanding  of  NCW  may  lead  one  to 
argue  that  operational  planning  as  it  exists  today  will  not  apply  to  future  NCW  based 
conflicts,  that  current  operational  functions  are  not  adaptable  to  the  asymmetrical  attacks  that 
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our  future  enemies  are  planning.  If  we  achieve  the  ability  to  cripple  national  and  military 
infostructure,  and  our  peer  competitors  achieve  the  same  capability,  then  will  our 
vulnerabilities  prevent  us  from  electronic  forms  of  attack?  This  "mutually  assured 
destruction"  scenario  via  the  electronic  battlefield  may  create  an  information  parity.  Also, 
increasingly  frequent  operations  other  than  war  will  involve  our  forces  in  areas  of  the  globe 
where  the  infostructure  to  attack  may  not  exist  in  sufficient  depth  to  provide  our  forces  an 
operational  advantage  through  NCW. 

In  countries  where  the  basic  necessities  are  nonexistent,  we  will  often  be  forced  to 
revert  to  “boots  on  the  ground”  strategies  in  operations  other  that  war?  If  an  electronic 
vulnerability  does  not  exist  it  cannot  be  attacked,  then  how  will  we  leverage  information 
technology?  Will  NCW  drive  force  structure  to  the  point  where  we  cannot  influence  events 
by  deployment  of  a  credible  force?  Regardless,  of  the  arguments,  NCW  is  a  concept  that 
cannot  be  ignored  with  respect  to  the  emergence  of  the  Information  Age.  The  risk  lays  in  the 
inability  to  adapt  to  new  forms  of  warfare  and  in  the  case  of  NCW  the  management  of 
knowledge  will  be  critical.  NCW  forces  will  provide  precision  capabilities  that  will  enable 
US  forces  to  win  at  the  upper  end  of  the  spectrum  of  conflict.  Its  usefulness  and  application 
in  operations  other  than  war  will  necessarily  be  selective,  but  many  vulnerabilities  to  10  will 
surface.  As  a  recent  example,  Haiti,  a  country  possessing  no  internal  communications 
infrastructure,  now  has  a  thriving  cellular  phone  market.29  This  country  represents  many 
countries  that  may  require  US  intervention  in  operations  other  than  war  and  which  have 
made  the  first  step  into  the  information  age.  The  availability  of  satellite-based  connectivity 
and  information  technology  can  bring  connectivity  to  any  part  of  the  world.  For  instance, 


17 


LCDR  J.A.  DELEON,  Seminar  7 


Hybrid  Network,  Inc.  is  already  working  to  provide  continuous  high-speed  wireless  Internet 
access  to  business  and  residential  customers  in  the  U.S.  Virgin  Islands. 

Network  Centric  Warfare  remains  as  an  emerging  concept  that  parallels  the  transition 
of  society  from  die  industrial  age  to  the  information  age.  As  illustrated  in  Figure  2, 
Information  Operations  occurs  through  all  phases  of  the  spectrum  of  conflict.  NCW  will 
enable  the  United  States  to  compete  at  the  upper  end  of  the  spectrum  of  conflict  and  provide 
advanced  capabilities  at  all  other  levels.  Technologically  based  capabilities  which  continue 
to  develop  will  provide  the  operational  commander  the  ability  to  harness  vast  amounts  of 
information  in  both  planning  and  execution  phases  of  an  operation.  The  impact  of 
technology  cannot  be  ignored  and  its  by-products  seen  in  all  facets  of  society  are:  speed, 
capacity,  flexibility,  access,  content,  and  DEMAND.31  Yet  developing  technologies  are  still 
the  linchpins  on  which  many  concepts  such  as  NCW  hinge.  Although  not  yet  in  place, 
capabilities  such  as  intelligent  agents  based  on  artificial  intelligence  in  a  short  time  will 
greatly  add  to  the  capability  of  knowledge  management  at  the  Joint  Task  Force  staff  level. 
The  global  network  will  provide  access  for  the  application  of  all  forms  of  national  power.  If 
required  this  global  connectivity  will  provide  avenues  for  information-based  deterrence, 
attack  and,  if  needed,  defense.  In  some  concepts  availability  of  data  will  break  down  the 
stovepipe  approach  to  information  management  and  allow  critical  users  the  ability  to  pull 
information  as  required  from  infinite  sources.  This  ability  is  projected  to  result  in  greater 
force  synergy  and  self-synchronization. 
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irrespective  of  range,  armed  service,  or  medium,  argues  for  perfecting  battlefield  awareness, 
target  detection,  and  weapon  guidance.  To  meet  such  requirements,  the  successful 
application  of  information  technology  is  important  enough  to  justify  major  shifts  in 
investment,  doctrine  and  training.  Absent  such  compelling  needs  the  Revolution  in  Military 
Affairs  (RMA)  is  mere  gadgetry.”32  To  paraphrase  the  Marine  Corps  perspective, 
Information  Operations  provides  conceptually  an  integrating  concept  that  will  supplement 
the  Operational  Planning  Functions  not  as  an  additional  arrow  in  the  Marine  Air  Ground 
Task  Force  Commander’s  quiver,  but  rather  by  “making  the  bow  stronger.”  The 
Commander  is  still  the  key  element  and  his  staffs  planning  is  critical.  Through  the 
application  of  training,  experience  and  judgment  the  knowledge  gained  through  Network 
Centric  Warfare  the  planning  staff  will  have  more  capable  tools  to  meet  the  Commander’s 
Intent.  Proper  application  of  NCW  advantages  will  ensure  operations  are  planned  to  enable 
arrows  fly  true  to  their  mark. 
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